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Abstract

Fingerprint analysis have been the gold standard for personal identification and a most reliable means of primary identifica-
tion in Disaster Victim Identification (DVI) work. However, finger printing of the dead has always been primarily performed
in the mortuary during postmortem (PM) examination. This identifier maybe lost due to the transportation and body handling
where the duration of the recovery of dead bodies could exceed 48 hours and the bodies have already started to decompose.
The objective of the study is to demonstrate the possibility of using a portable biometric reader to capture and to match with a
cadaveric fingerprint scanin order to translate into real-time identification in a large scale disaster. The authors used an optical
fingerprint biometric reader MSO 1350 and a smartphone to conduct this study. An initial pilot study of 18 subjects and a total
of 100 known deceased were used to match ownthumbprintswith theirMalaysian Identity Card (MyKad).Descriptively, 86.9%
of the cadaveric finger prints were matched. Inferential statistical analysis was performed using IBM SPSS Version 26.0. The
analysis of the data proved that the fingerprint biometric reader device and its application which has been used for the living
can also be used for the dead. Limitation of the study was also discussed. This study highlights that rapid victim identification
through real-time fingerprint comparison is possible using a portable fingerprint biometric reader.Management of the dead is
part of the DVI process whereby first responders are the main component in the Scene phase. Ideally, first responders are the
best resources to be effectively maximised and trained to retrieve fingerprint informationin order to preserve identity during
the search and recovery for the dead in a large scale disaster. The conventional fingerprinting of the dead in the PM phase can
now be brought forward to the Scene phase by advancing digital technology as a paradigm shift in the DVI process. Immediate
capture of the biometrics of dead victims have ushered in a new dimension in humanitarian forensic action to access means

of protecting the identity and dignity of the dead.
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Introduction documented and prevented from loss, right before the decompo-

sition process begins [1]. Thus, the immediate capture of the bi-
According to Khoo et al. (2018),the ‘Golden 48 hours’ rule, which ometrics of the dead victims in-situ is necessary to be performed
is the first 48 hours’ post-disaster before the decomposition pro- during the post-disaster search and recovery phase. The biometric
cess commences is of ultimate value to the forensic pathologist system is an automatic identification and authentication system
where potential identifiable characteristics from the dead can be that uses unique biological traits such asthe fingerprint, face, iris,
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voice, retina etc. of an individual. Of all these systems, the fin-
gerprint biometric system is the most widely used because of its
low cost, high matching speed, and relatively high matching ac-
curacy |2| whereby it has become a trusted authentication mecha-
nism in the health-care, financial, retail, education, manufacturing,
military, and law enforcement sectors used in applications for the
benefit of society such as tracking child vaccination schedules,
identifying missing children, and preventing fraud in food subsi-
dies |2, 3]. The fingerprint biometric system is a touch-based rec-
ognition system, with comparatively small finger surface exposed
to the sensor for feature extraction and comparison, thus lead-
ing to relatively high matching speed and accuracy with moderate
cost. It is a pattern recognition technique that recognizes a person
based on a feature vector extracted from the person’s fingerprint
pattern [4]. This paper demonstrates the possibility to perform
Disaster Victim Identification (DVI) on-site with the concept of
real-time fingerprint matching of the dead using a mobile and
portable fingerprint biometric device where the thumbprint of
the dead is readable with in a given timeframe. Immediate iden-
tification enhances the DVI process and allows a human itarian
approach to the handling of the dead and their remains, bringing
much needed closure to families and their loved ones.

Methodology
Material

For thisstudy, the authors have used an optical fingerprint biom-
etric reader, called the MorphoSmartmode IMSO 1350 (Figure 1).
Optical technology offers superior image quality and this model
is light and portable, and at the same time, it can be connected to
an android-based smartphone device via a Universal Serial Bus
(USB) cable, which simulates the mobile environment the authors
are looking for. Some biometric readers available in the market
can only be connected to a laptop or computer desktop, which is
not suitable for this study. The MSO 1350 will be paired with the
fingerprint application software version no. 2.0.7 developed by
Kridentia Tech SdnBhd which is installed in an android Huawei
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P9 smartphone model EVA 119 used to display the information
(Figure 2).

Field site

The data were collected in the Department of Forensic Medicine,
Hospital Kuala Lumpur (HKL)as perthe department’s Standard
Operating Procedure (SOP) [5]. It is standard practice to wear
basic personal protective equipment (PPE) such as gloves, dispos-
able apron and face mask during the fingerprint matching proces-
sof the deceased.

Subjects

A simple experimental study to engage 100 known deceased
with available Malaysian Identity Card (MyKad)to match with
ownthumbprints. This is to say all non-medicolegal or non-police
caseswhere the deceasedare notsubjectedto a postmortem exami-
nation, are included in thestudy [5]. Non-Malaysians and cases
of unknown identity as well as decomposed bodies are excluded.
MyKad is an identification card for Malaysian citizen aged 12 and
above that incorporates both photo identification and fingerprint
biometric data on an in-built computer chip embedded in a piece
of plastic issued by the National Registration Department of
Malaysia. MyKad stores the following information, i.e. name, ad-
dress, race,citizenship status and fingerprint minutiae [6]. By using
a MyKad reader, fingerprint verification can be done accurately
[6].

Compliance with Ethical Standards

This study is registered under the National Medical Research
Register (NMRR) with registration number NMRR-19-1140-
48272(1IR). Ethical approval must then be obtained from the
Director of Hospital Kuala Lumpur and the Medical Research
Ethical Committee (MREC), Ministry of Health Malaysia for any
study involving human subjects. The approval letter was obtained
dated 2 July 2019 with MREC number KKM/NIHSEC/P19-

Figure 1. MSO 1350.
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Figure 2. Huawei P9 smartphone model EVA L19.
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1166(12). This research has only required to use the thumbprint
of the known dead body to match it with its own Malaysian Iden-
tity Card (MyKad). There was thusno harm inflicted on the dead
body whereby no dissection was performed on the subject and
neither tissues nor organs were removed. Conflict of Interest: The
authors have declared no conflict of interest.Informed consent:
Consent from the next-of-kin will be obtained by the research
team using a consent form upon releasing of the body at the reg-
istration counter. Next-of-kin will then provide the MyKad of
the deceased to match with the thumbprint of the deceased. The
simple protocol of thumbprint matching is explained to the next-
of-kin or relatives. Privacy & Confidentiality: All data obtained
are strictly for the use of the research development. Information
on MyKad will not be stored in the device. The MorphoSmart-
modelMSO 1350 fingerprint biometric reader and application
software are only for matching and display of information. The
application software does not have any storage capacity.

Study design and duration

A cross sectional study performed in the Department of Foren-
sic Medicine, Hospital Kuala Lumpur for a period of 12 months
from 1 January 2020 to 31 Dec 2020. However, a pilot study was
done from 1 August to 31 December 2019 after ethical approval
was granted in July 2019 in order to get a correct sample size for
this study.

Pilot study: There are a number of settings when undertaking a
pilot trial when there is no prior information to base a sample size
on. For such pilot studies, the recommendation is a sample size of
12 to 35 per group |7, 8]. Hence, in thisstudy a total of 18 subjects
were chosen to determine the unknown population proportion,
p.As per Table 1 ,there were 14 matched fingerprint scans from
8 males of an average age of 59 years old and 6 females of an
average age of 50 years old. There were 4 unmatched fingerprint
scans from 4 females of an average age of 79 years old. From
here, the unknown population proportion, pis 14/18 = 0.78.

Sample size: A sample is any part of the population, usually a
subset of a population, whose properties have been, or are to be
generalized to the population. The correct sample size to use is
important in research to test the hypothesis about the population
from which the samples are drawn, i.c. the subjects from the death
in ward cases |9]. Sample size is arrived at through statistical calcu-
lations.In this study where the plan is to estimate the proportion
of successes in a dichotomous outcome variable which is either
Matchedor Not matched fingerprint scan in a single population,
the formula for determining sample size is as below; where Z
is the value from the standard normal distribution reflecting the
confidence level that will be used (Z = 1.96 for 95%) and E is the
desired margin of error of 0.1. The authors are planning a study
to generate a 95% confidence interval for the unknown popula-
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tion proportion, p.

n = 0.78 (0.22) (1.96/0.1)
n =66

The minimum sample requirement are 66 subjects from the death
in ward cases. For this study however, the authors collected a total
of 100 fingerprint scans for this study.

Sampling method: A simple random sampling is used in thiss-
tudy. This is abasic sampling technique where a group of subjects
(a sample) isselected from a larger group (a population). Each in-
dividual is chosen entirely by chance and each member of the
population has an equal chance of being included in the sample
[9]. In this case, 100 subjects from thedeath in ward cases were
sampled to match their fingerprints using the fingerprint biomet-
ric reader MSO 1350.

Data Collection Flow

Death-in-ward cases are deaths which occur in the ward and
where causes of death are known and given by the attending ward
doctor. The time of death is available and recorded by the attend-
ing doctor. Upon arrival at the Department of Forensic Medicine,
HKL the case is registered into the Forensic Medicine Informa-
tion System (FMIS) and the authors are then informed by the
staff on duty. A running case number is given to the subject and
consent is obtained from the next-of-kin upon claiming of the
body at the registration counter. The MyKad of the subject is
matched with the subject’s own thumbprint to verify the identity.
The time of death, the time the body arrived at the department
and the time the thumbprint was taken will be noted in order to
see the time interval involved. The whole matching process took
approximately 1 to 2 minutes. The matched result of the thumb-
print scan image with the subject’s MyKadis noted. The body is
then released to the next-of-kin (Figure 3 and 4).

Statistical Analysis

The analysis is performed using the IBM SPSS (Statistical Package
for Social Sciences) Version 26.0. The data are manually entered
into the software, followed by a cleaning process to prevent errors
that may skew the results prior to analysis. Descriptive analysis is
used for selected variables based on distribution. Numerical data
and continuous variables are presented as mean and standard de-
viation if normally distributed or medians and interquartile ranges
if not normally distributed.

Null Hypothesis: Male and female are equally likely to get a

Table 1. Pilot study result.

NO. | Mean age (years) | Gender | Output scan | Total
1 59 Male Matched 8
50 Female Matched 6
79 Female | Not matched 4
18
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fingerprint match on the result output of the biometric scan

The relationship between the two categorical variables were evalu-
ated by Chi Square test with Spearman Correlation which is also a
non-parametric test due to the fact that the population data does
not have a normal distribution curve.

Null Hypothesis: There is no relationship among age
groups and the result output of the biometric scan

The relationship between the two categorical variables were evalu-
ated by Chi Square test with Spearman Correlation which is also a
non-parametric test due to the fact that the population data does
not have a normal distribution curve. The subjects were divided
into four age groups for this study; i.e. 21-40, 41-60, 61-80 and
81-100 years old.

Null Hypothesis: There is no relationship between the dura-
tion from time of death to the time of scan performed with
the result output of the biometric scan

A non-parametric test of Mann-Whitney U test and Spearman
Correlation were used to evaluate two independent variables, i.c.
the duration from time of death to the time of scan performed.

https://scidoc.org/IJFP.php

Logistic Regression: All the three parameters i.e. gender,
age group and duration from time of death to the time of
scan performed with the binary result output of the biom-
etric scan

To evaluate relationship among all the variables that may be con-
tributing to affect the binary result output of the biometric scan.

Findings

There were a total of 100 randomized selected subjects i.e. 56
males and 44 females for the fingerprint scanning by using their
respective Malaysian Identity Cards (MyKad); however, one fe-
male subject was excluded from this study due to a faulty chip in
her MyKad, whereby there was no output of scan result available.
Descriptively, there were a total of 52 males and 34 females which
matched (86.9%) and 4 males and 9 females that did not match
(13.1%). As shown in Table 2, males achieved a higher percentage
of fingerprint matching at 92.9% compared to females at only
79.1% with a difference of 13.8%. The Pearson Chi square test
showed X? (1, N = 99) = 4.053, p = 0.044 and the expected cell
frequency was more than 5 which has not violated the main as-
sumption of chi square. Nevertheless, the Spearman correlation
was used and it proved that there was a very weak relationship
between gender and result output of biometric scan at r (99) =

Figure 3. Flow chart of the data collection.

Figure 4. Fingerprint matching process.
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-.202, p = 0.045. Furthermore, logistics regression showed that
gender was not a significant variable (p > 0.05) that really affected
the binary result output of the biometric scan.

The median age of the subjects included in this study was 67
* 21 years old. The subjects were further divided into four age
groups for this study as displayed in Table 3. The age group of 41-
60 years recorded the highest percentage at 96.7% of fingerprint
matching as compared to the other age groups whereby the low-
est was within the age group of 81-100 years at only 64.3%. Most
of the mismatched biometric scans of subjects were more than
60 years old at 76.9% and only 3 subjects were less than 60 years
old. The Peatson Chi square test showed X? (3, N = 99) = 9.001,
p < 0.05, the expected cell frequency however was only 1.58 (< 5)
and has violated the main assumption of chi square. Hence, the
Spearman correlation was used and demonstrated that there was
no relationship between age group and result output of biometric
scan at r (99) = -.192, p > 0.05. Furthermore, logistics regression
was performed and showed that age group was also not a signifi-
cant variable (p > 0.05) that could affect the binary result output
of the biometric scan.

The median post-mortem interval of the subjects included in this
study was 158 £ 129 minutes as shown in Table 4. The Mann-
Whitney U Test showed no significant differences in the post-
mortem interval based on the fingerprint matching output, z =
- 1.321, p > 0.05. Based on the Spearman correlation, there was
also no relationship between post-mortem interval and result out-
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put of biometric scan atr (99) = - .302, p > 0.05. Furthermore, lo-
gistics regression showed that post-mortem interval was definitely
not a significant variable (p > 0.05) that might affect the binary
result output of the biometric scan.

Based on the logistic regression analysis, the relationship among
all the three variables including gender, age group and post-mor-
tem interval that may be contributing to affect the binary result
output of the biometric scan were proven to be not significant
at p > 0.05 whereby their respective p values were p = 0.080, p
= 0.052 and p = 0.954. The analysis of the data has proven that
fingerprint biometric reader devices and its application which has
been used for the living can also be used for the dead. Hence it
supports the assumption that real-time fingerprints can scan assist
inidentification for disaster related casualties. The use of finger-
print scan in post-disaster events or during recovery of remains
will improve on the cadaveric fingerprint collection for rapid vic-
tim identification.

Discussion

The use of friction ridge prints (fingerprints, palm prints or
footprints) analysis or fingerprint comparisonis often the fastest
method and most reliable means of primary identification indis-
aster victim identification (DVI) work [10, 11]. The DVI process
comprising the Scene, the Postmortem (PM), the Antemortem
(AM) and the Reconciliation phase,is an internationally recognized
sequence of activities that is used to collectively describe the pro-

Table 2. Number of subjects based on gender according to the result output of the biometric scan.

Fingerprint Matching
Variables Number (%) Total
Match | Not Match
Male 52 (92.9) 4(7.1) 56
Gender
Female 34 (79.1) 9 (20.9) 43
Total 86 (86.9) 13 (13.1) 99

Table 3. Number of subjects based on age groups according to the result output of the biometric scan.

Fingerprint Matching
Variables Number (%) Total
Match | Not Match
Age Groups | 21 -40 10 (83.3) 2 (16.7) 12
(Years) 41-60 | 29 (96.7) 1(3.3) 30
61-80 | 38(88.4) 5 (11.6) 43
81-100 | 9 (64.3) 5(35.7) 14
Total 86 (86.9) 13 (13.1) 99

Table 4. Descriptive statistic of age and post-mortem interval of the subjects.

Age Post-mortem In-
(Years) terval (Minutes)

Minimum - Maximum 23-91 64 — 10590
Mean + SD 62.49 £16.27 | 325.88 + 1055.68

Median * Interquartile Range [ 67.00 £ 21.00 | 158.00 £ 129.00
Normality Test p <0.05 p <0.05
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cess in which victims of a mass fatality are identified [10]. Kaushal
& Kaushal [12] have mentioned that the fingerprint identification
is the oldest forensic discipline known to man and it has proved
over time to be the most rapid, reliable and cost-effective means
by which to identify unknown deceased individuals especially in
mass disasters. Each individual possesses a unique set of minute
raisedridges on volar pads called ‘friction ridge skin’. These clear
and apparent unique outlines of the ridges are called fingerprints.
Fingerprints are unique and highly individualistic across individu-
als by virtue of discriminate features forming the basis for per-
sonal identification in forensic examinations [13]. A fingerprint
can be described as a combination of ridges and valleys on the
skin. Ridges and valleys form patterns known as arches, loops and
whirls as described by Kawagoe and Tojo [14] and by Moayer and
Fu [15] which were both extended on Henry’s system of finger-
print classification. Fingerprints, along with forensic dental com-
patison andDNA analysis, are paramount primary identifiersin
the identification of unknown deceased individuals and human
remains [16].

Optical scanners are the most commonly used law enforcement
capture platforms. They have the most robust development since
they have been used the longest and are the basis behind most tra-
ditional “livescan” systems [11]. Optical scanners work by reflect-
ing light off of the finger that has been placed on an optical plate
and use a computer sensor to read the differences in contrast
among the ridges and furrows to create a two-dimensional rep-
resentation of the fingerprint [17]. In thisstudy, the authors usin-
gan optical fingerprint biometric reader, called the MorphoSmart
model MSO 1350 have managed to prove that fingerprint identi-
fication for the dead yield the same results as it does for the living,
Thisis supported by a study by Johnson & Riemen [11], whereby
fingerprint use in the identification of a decedent is no different
than identifying a live person. In other words, the opportunity
to explore real-time identification using fingerprint scan for the
dead during the search and recovery phase in a large scale disaster
can be realized into best operational practices for first responders.
First responders are trained and skilled personnel, working with
disaster response agencies and directly involved in on-site disaster
scene. They work within the disaster zone and are tasked with
both search and rescue of the injured and survivors as well as
making up the search and recovery team for dead bodies’ retrieval.
A robust fingerprint device and its application can be made suit-
able to be used by first responders in disaster related casualties.
The use of fingerprint scanning within 48 hours of a disaster
event or recovery of remains will improve the relevant informa-
tion collected for rapid identification.

In Malaysia, inquiries into deaths fall within the jurisdiction of
the Royal Malaysia Police (RMP) and the mandate to conduct
postmortem examinations on dead bodies is provided for in the
Criminal Procedure Code, i.e. to a Government Medical Officer
particularly a forensic pathologist [18]. It is not the norm for fo-
rensic pathologist to be called to a disaster site or scene of inci-
dent and forensic pathologists usually conduct forensic examina-
tions at the mortuary unless the RMP requires them to be on site.
As a standard practice, dead victims will be retrieved by the first
responders and they will be transported by the police to the mor-
tuary for examination. By the time the bodies artive at the mortu-
ary, evidence that could be used to facilitate identification might
be lost due to the transportation and body handling. Similarly, the
duration of the recovery of the bodies could exceed 48 hours and
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the remains may have already started to decompose. Capturing
PM cadaveric fingerprints in the mortuary to match the AM data
can be very challenging to the ridgeologist, a practitioner who col-
lects and compares known and questioned friction ridge prints to
effect an identification or individualization.

Mass disasters with a large number of unknown victims are among
the biggest challenges for the forensic disciplines and identifica-
tion has always been one of the important roles of the forensic
pathologist. Fingerprint impression is usually taken in the mortu-
ary during PM examination in all disasters. For instance, a total of
37 Danish victims (29.7% of the cases)were matched by using fin-
gerprints following the December 2004 tsunami in Thailand [19].
Overall, out of 2,679 identified victims, fingerprints were used to
establish identity in 670 cases (25.0%) [20] whereas there was a
60% hit rate on fingerprints for Thai victims only asall Thais over
the age of 15 possess identification cards bearing their finger-
prints [21]. The rate of successful identification could have been
much improved with the use of a fingerprint reader device during
the recovery of the human remains at the DVI Scene phase. A
study by Gahr et al. [22] has supported the concept of the‘Golden
48 hours’ rule, whereby the potential identifiable characteristics, in
this casethe fingerprint,can be recorded immediately, right before
the decomposition process begins within the first 48 hours’ post-
disaster. The German authors conducted a study on 400 finger-
prints retrieved from bodies in various states of decay which have
undergone than atopractical processing that allows morphological
reconstruction of very advanced decomposed bodies. Despite the
complicated fingerprint treatment called than atoprint of the hand
region in than atopractical processing, the chances of matching
the fingerprints for positive identification from AFIS (Automated
Fingerprint Identification System) showeda downward curve and
this finding strengthened the concept of the Golden 48 hoursto
record the identifiers before they are lost [23].

Other than the digital fingerprint scanner, there are many other
techniques available for fingerprint impressionsretrieval from the
dead bodies including powder and tape, ink pad techniques,melted
paraffin wax and oils, hot water as well as heating procedure |22,
23]. Simple techniques such as ink pad techniques could also be
easily performed by the first responders at the Scene phase where-
by fingerprints retrieved can be fixed on the dedicated fingerprint
index cards and photographed immediately by using a digital
camera or smartphone and subsequently transferred to the data
centre for immediate fingerprint comparison through a phone ap-
plication [23]. In fact, latest drone technologies can be adopted
to assist DVI work to link fingerprint impressions taken on-site
to data centre for fingerprint comparison purpose. In this man-
ner, weight-carrying drone with payload capacity could be used
to transport print impression index cards to the DVI command
centreas an alternative to consider. Nevertheless, more data and
research ate needed for the head start.

To recapitulate the findings from the current study, the fingerprint
biometric reader has shown to have a significant outcomein its
application in the management of the dead in large scale disasters.
Given that first responders are easily accessible and are a readily
available task force in the field of managing disasters, particularly
in the Scene phase of the search and recovery of human remains,
they can be trained and their effectiveness maximised to retrieve
fingerprint information before these are permanently lost. It is
hoped the findings from this study can be shared with all first re-
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sponders’ agencies in whichthe use of a portable fingerprint bio-
metric reader can be incorporated in their SOP during the search
and recovery of dead victims. This can be taken as initial phase of
first responders task in managing the dead and subsequently pro-
tecting the dignity of the dead. In ensuring effective and efficient
traceability and identification of the dead, capturing real-time ca-
daveric fingerprints could bean addition to the field manual for
first responders in management of dead bodies [24].

Limitation of the Study

In this study, the subjects were all placed under a controlled envi-
ronment and kept inside body freezers at temperature of 2-4°C
prior to release to their respective next-of-kin. Hence, there is a
slightshortcoming in representing a real disaster situation. In ad-
dition, the MorphoSmart model MSO 1350 is only applicable to
read the Malaysian Identity Card (MyKad) upon matching the fin-
gerprint of a Malaysian citizen. To elaborate further, foreigners
were also excluded from this study whereby in an actual mass fa-
tality incidentsuch as a bus accident or aircraft crash, victims usu-
ally comprise of a mixture of nationalities. That is to say, identi-
fication willbe an arduous task for the DVI team and thus a more
sophisticated biometric reader device needs to be developed to
capture facial images for recognition [25] as well as to record and
store cadaveric fingerprints for subsequent matching.

Conclusion

Conventionally, fingerprinting of the dead is usually undertaken
by the scene of crime or fingerprint officers in the mortuary dur-
ing the postmortem (PM) examination. From this study, the au-
thors have proved that the recovery of fingerprints from the dead
is possible within 48 hours using an optical fingerprint biometric
readerused for the living. Hence a handheld portable fingerprint
biometric reader can be applicable at the scene of death orin large
scale disasters to enable rapid real-time fingerprint comparison.
Fundamentally, managing human remains which include preserv-
ing their dignity as well as helping to identify them, is one of
the three pillars of humanitarian response following conflicts or
disasters [26]. Under this umbrella of humanitarian forensic ac-
tion, retrieval of victim identity can now be enhanced through
the in-situfingerprint matchingat the disaster site which can be
definitely performed within the Golden 48 hours. Potential iden-
tifiable characteristics from the dead particularly the fingerprints
can be documented in-situ and prevented from loss by advancing
the PM phase to the Scene phase in DVI.

As there is no current method available to identify dead bodies
using a biometric reader at a disaster site, this study will allow an
almost immediate identification for all dead victims before the re-
mains are transported to the mortuary. Immediate capture of the
biometrics of the dead victims as means of protecting the identity
and dignity of the dead person is the new normal in humanitarian
forensic action. First responders are the main component during
search and recovery in the Scene phase of DVI. With a proper
mobile fingerprint biometric reader device given to first respond-
ers, the conventional fingerprinting process in the mortuary can
be brought forward to the Scene phase to allow for preservation
of identity. This improvised DVI process andthe new operational
SOP for first responders to capture fingerprints of the dead adds
profoundly to the humanitarian character of human identification
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as part of the management of the dead.
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